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Fundamentals for AllFRAUDBASICS

ADE IN: You’re the CEO of a 
prosperous and growing com-
pany. As you review your most 

recent quarter’s fi nancials, you settle into 
a state of satisfaction. Revenue has dou-
bled, largely due to your recent global 
expansion. However, your enjoyment 
of this hard-earned accomplishment 
is abruptly shattered when the general 
counsel bursts into your offi  ce. “Th e SEC 
has sent us a subpoena,” she says. “Poten-
tial illicit payments paid to government 
offi  cials by our agents in several of our 
off shore operations.” You are suddenly 
fl ooded with thoughts: What did we do 
wrong? Why didn’t we know about this 
sooner? What do we do now?

FADE OUT …
While most companies doing busi-

ness abroad have some kind of policy 
or program to address Foreign Corrupt 
Practices Act (FCPA) risks, danger-
ously few can be described as “state of 
the art.” Companies will continue to 
feel the pressure of looking abroad for 
cost-eff ective manufacturing and new 
markets. At the same time, the U.S. 
Securities and Exchange Commission 
(SEC) and the Department of Justice 
(DOJ) are becoming more aggressive 
with all types of enforcement. With 
these increasing risks and regulatory 
pressures, such as the new Dodd-Frank 
whistleblower “jackpot” provisions, 
it’s critical that companies get serious 
about adopting a robust and structured 
approach to deal with these ”sleep well” 
risks.1 For most, this will mean a second 
look at their FCPA compliance pro-
grams and policies to see if they are 
in need of an upgrade. (See “How 

Vigilant is Vigilant Enough?” on page 46 
on how to use transactional data testing 
to multiply your FCPA compliance and 
investigative eff orts. – ed.)

Mistakenly Insuffi cient
FCPA risks are nothing new. Th e act has 
been with us since 1977, and the U.S. 
federal government regularly reports 
high-profi le enforcement actions. Com-
panies doing business abroad recognize 
the risks and believe, oft en mistakenly, 
that their compliance programs and 
controls are suffi  cient to address them. 
Th ose companies who have recently 
been in the news with FCPA-related 
investigations or alleged violations had 
at least nominal FCPA safeguards in 
place. However, those policies were too 
general and not tailored to the practical 
challenges the companies faced. 

Figure 1 on page 61 shows civil 
and criminal penalties for violations of 
the FCPA anti-bribery and books and 
records violations.

Th ese do not include disgorge-
ment of profi ts related to the alleged 
violations.2 Th e top 10 fi nes (including 
criminal fi nes, civil disgorgement and 
prejudgment interest) add up to $2.8 
billion. See Figure 2 on page 62.3

FCPA Compliance 
Failure Case Study
One notable example of an FCPA 
compliance program failure is Nature’s 
Sunshine Products Inc., a Utah-based 
seller of nutritional products. Its 
products are marketed and exported 
worldwide to Europe, Asia, Australia 
and South America, with its largest 

overseas market in Brazil. In 2009, the 
SEC took enforcement action against 
Nature’s Sunshine for allegedly cir-
cumventing the Brazilian imported 
products registration process by paying 
$1 million in cash to customs brokers. 
Th e payments ultimately found their 
way to Brazilian customs offi  cials who 
would then allow the importation of 
unregistered products. According to 
the SEC, these payments were recorded 
by Nature’s Sunshine Brazil as “impor-
tation advances” without supporting 
documentation. Later payments were 
supported by falsifi ed documentation 
that Nature’s Sunshine Brazil purchased 
from the brokers. 

Nature’s Sunshine isn’t in a tradi-
tionally high FCPA-risk industry like 
oil and gas or medical supplies, but red 
fl ags and missed opportunities were ap-
parent. Th e company conducted signifi -
cant business in countries considered 
high risk, including Brazil with a 
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Corruption Perception Index rating of 
3.7 (10 being very clean, and 1 be-
ing highly corrupt) on Transparency 
International’s (TI) Corruption Index.4 
A million dollars in cash payments, even 
if spread over a period of time, should 
have been a red fl ag at some level of 
review. Nature’s Sunshine’s FCPA compli-
ance program clearly wasn’t designed or 
implemented to address real-world risks. 

Th e company needed a risk-based 
approach to compliance. It’s not practi-
cal to apply a one-size-fi ts-all approach 
that treats FCPA risks in Denmark the 
same as in Brazil. Th e company could 
have focused its resources in high-risk 
locations on those employees and agents 
most oft en encountering FCPA-sensitive 
situations, such as dealing with cus-
tomers, brokers and regulators. Addi-
tional training, segregation of duties and 
monitoring might have been prudent. 

Also, the company could have used 
data analytics to discover signifi cant 
or recurring transactions.5 Th ey could 
have conducted keyword searches (such 
as “cash advances”) in company docu-
ments in these high-risk countries to 
detect suspect transactions requiring 
further review. 

Follow up would likely have 
revealed missing or suspect docu-
mentation. Instead Nature’s Sunshine 
failed to identify the illicit payments, 
and the SEC later charged the CEO 
and CFO. Th e company agreed to pay 
$600,000 to settle civil charges, a fi ne 
that was certainly dwarfed by the costs 
of investigating the matter and dealing 
with regulators. 

Although Nature’s Sunshine isn’t 
one of the high-dollar fi nes — oft en 
running into the millions or even 
hundreds of millions of dollars — it 
illustrates the SEC’s and the DOJ’s 
willingness to target and prosecute 
smaller violations.

Common FCPA Programs
Oft en, a company’s external auditors, 
who have driven its FCPA compliance 
structure, may have been concerned 
with how it integrated into the com-
pany’s anti-fraud programs and controls. 
However, auditors are poorly equipped 
to evaluate such programs and are reluc-
tant to involve themselves in fraud risks 
beyond the limited scope required by the 
standards and regulations. A common 
FCPA compliance program might in-
clude nothing more than the following:
• A FCPA policy, either as a stand-

alone policy or part of a broader 
anti-fraud/corruption policy. 

• A designated FCPA compliance of-
fi cer (usually the general counsel). 

• FCPA training, oft en included with a 
company’s overall training programs. 

• A reporting mechanism, usually a 
hotline and/or periodic employee 
questionnaire.

Th ese programs may receive a 
clean opinion from the auditors, but 
they will fail to timely detect or prevent 
illicit payments. 

For many companies, the formal 
policy (assuming they have one) is 
largely a restatement of the act itself. 
It may or may not make reference to 
specifi c provisions such as facilitation 
payments or even make reference to an 

approval process (if not simply prohibit 
them outright). 

A compliance offi  cer is oft en 
well-versed in the requirements of 
the act but is oft en far removed from 
the daily operations of the company. 
FCPA training might be an off -the- 
shelf or internally developed program 
usually sandwiched between sexual 
harassment and code of conduct train-
ing. Th e catch-all hotlines and other 
internal reporting tools aren’t reliable 
mechanisms for identifying potential 
issues; any reported issues might be 
fi ltered and/or re-routed erroneously 
to the wrong departments (including 
to the department in which the issue 
may have occurred).

FCPA Upgrade
Now is time to take a critical look at 
your current FCPA compliance program 
to identify any potential risks. Your 
program should be proactive and com-
prehensive rather than reactionary and 
ad hoc. You should have at least some 
activity come to your attention, even if 
they’re not literally compliance issues. 

Following are some of the 
questions you should ask yourself 
concerning foreign operations, your 
employees, your management and 
your compliance program:

FCPA Penalties

Anti-bribery Violations Books and Records 
Reporting Violations

Individuals

Criminal Fine $100,000 $5,000,000

Prison Sentence Five years 20 years

Civil $10,000

Corporations

Criminal $2,000,000 $25,000,000

Civil $10,000

Figure 1
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Foreign operations

• Do you operate in countries that are 
high risk for corruptions? (e.g., lower 
scores on the TI index)

• Do you do business directly with for-
eign governments or have a business 
subject to direct regulation by foreign 
governments? (e.g., permits, import 
restrictions, etc.) 

• Do you utilize joint venture 
structures in foreign countries? 

• Do you rely extensively on agents 
or representatives when 
operating abroad?

Compliance program

• Are your FCPA compliance programs 
risk based? 

• What FCPA/fraud training programs 
has your company implemented? 

• Are these programs tailored to coun-
try and local culture specifi cs? 

• Are you seeing more or less activity 
from your compliance program? 

• Is your program integrated with your 
overall programs and controls? (e.g. 
human resources, vendor mainte-
nance, project accounting, etc.)

Employees

• Have you defi ned and identifi ed your 
“exposed” employees/agents and why? 6 

• Have your “highly exposed” employ-
ees had the training? How recently? 

• Have you evaluated their under-
standing of the FCPA and their 
responsibilities? 

• What due diligence did your com-
pany do on hiring, transferring or 
promoting employees? 

• Is your due diligence integrated and 
centralized for employees, vendors, 
joint ventures, partners and acquisi-
tion targets?

• Are employees formally required to 
identify and report potential issues?

Management 

• What is the subsidiary’s management 
tone-at-the-top style? 

• Is the tone at the top autocratic or 
inverted pyramid? 

• Are your subsidiaries in foreign 
countries managed autonomously? 

• Are accounting systems integrated 
with the subsidiary? 

• Is the compliance process divorced 
from or integrated with employee 
metrics or performance targets?

Risk-based approach

For many companies, a critical assess-
ment using questions like those above 
will usually reveal some obvious gaps 
or defi ciencies in addressing the FCPA 
risks. Companies should then under-
take a practical solution. For example: 
• In most cases, it’s benefi cial, indeed 

necessary, to implement a risk-based 
approach by focusing a company’s 
limited resources on those transac-
tions or countries identifi ed as high 
risk as well as to those who you iden-
tify as “exposed” employees. 

• Institute a robust training program 
that clearly identifi es those transac-
tions that will be fl agged for addi-
tional review and an employee’s re-
sponsibilities to report. Identify such 
transactions without the employee 
having to make an individual decision 
as to whether it represents an actual 
compliance issue. It should also in-
clude periodic follow-up surveys/in-
terviews conducted with the exposed 
employees to gauge their understand-
ing of the risks and how they relate to 
their specifi c duties. Human resources’ 
policies can be tailored to integrate 
compliance as part of their regular 
performance evaluation process. 

• Th e implemented policies and pro-
cesses should be signifi cant in depth 
and breadth so they catch transactions 
that ultimately may not be FCPA is-
sues. No activity under your program 
isn’t necessarily a good thing. 

• Deploy proactive data analytics tools 
and techniques to independently 
identify unusual and high-risk 
transactions for further review. 

Don’t be in the Feds’ Crosshairs
To ensure your company, as well as 
your corporate offi  cers or directors, 

Top 10 FCPA Settlements

Rank Company/Business Entity Fines (civil/criminal) Year

1 Siemens $800,000,000 2008

2 KBR/Halliburton $579,000,000 2009

3 BAE $400,000,000 2010

4 Snamprogetti Netherlands $365,000,000 2010

5 Technip S.A. $338,000,000 2010

6 JGC Corporation $218,800,000 2011

7 Daimler AG $185,000,000 2010

8 Alcatel-Lucent $137,000,000 2010

9 Panalpina $  81,800,000 2010

10 Johnson & Johnson $  70,000,000 2011

TOTAL $3,174,600,000

Figure 2
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aren’t in the crosshairs of federal law 
enforcement agencies, scrutinize and, 
if necessary, upgrade your compliance 
programs. Focus your limited resources 
on your high-risk areas related to hu-
man capital, geographic locations and 
products/services, and leverage your 
programs, proactive detection tools and 
human capital assets to help prevent or 
detect potentially illicit transactions. 
With this greater awareness you may ac-
tually be able to get a little sleep.  ■ FM 
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Group LLC in Dallas, Texas. 
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cbmeadors@fi delityforensics.com.

1 A controversial aspect of the Dodd-Frank Act 
is the “whistleblower” provision, sometimes 
referred to as the jackpot or lottery provisions. 
Th ese are intended to incentivize whistleblow-
ers to report possible illegal or improper acts 
to the SEC by giving them 10 percent to 30 
percent of any ultimate recovery more than $1 
million. Critics have noted that this may in fact 
undermine corporate governance rather than 
strengthen it because insiders and employees 
are unlikely to forgo substantial paydays in 
order to report issues internally. 
2 Strictly speaking, disgorgement isn’t a penalty 
but is a remedy intended to take any ill-gotten 
gains resulting from the improper conduct. For 
more information on the specifi cs of disgorge-
ment, including standards and culpability fac-
tors, see an article on SEC FCPA disgorgement 
calculations at http://tinyurl.com/6p8jbvx.
3 Richard L. Cassin, “Th e FCPA Blog: News and 
Views of the United States Foreign Corrupt 
Practices Act,” http://tinyurl.com/6ntjueb.
4 Transparency International publishes its 
Corruption Perception Index, which rates the 
relative levels of corruption for countries. Th e 
scale is from 1.0 to 10.0; 1.0 is high risk and 10 
is considered minimal corruption risk.

5 Data analytics is the analysis of multiple elec-
tronic data sets to identify anomalies that may 
indicate areas of fraud, waste and abuse. For 
example: comparing the addresses, telephone 
numbers and federal tax IDs from the com-
pany vendor master fi le with human resources’ 
employee records to identify possible common 
elements (such as matching addresses) that 
might indicate a potential confl ict of interest.
6“Exposed” is an example term to identify those 
employees who might encounter FCPA-related 
issues by virtue of their job duties, either directly 
or as someone in a supervisory or review role.

The implemented 
policies and processes 
should be signifi cant in 
depth and breadth so 
they catch transactions 
that ultimately may not 
be FCPA issues.
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