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Didn’t 
comply?
Then fully cooperate
LESLIE CALDWELL, the new U.S. assis-
tant attorney general for the DOJ’s Criminal Divi-
sion, encourages companies to prevent and deter 
fraud. But if they discover possible crimes, then 
she advises total cooperation. 
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‘Broken windows’ 
in your compliance 
program?

ears ago, I read about the 
famous “broken windows” 
criminology theory in a March 

1, 1982, article in The Atlantic. The 
authors, George Kelling and James 
Q. Wilson, cited a famous 1969 study, 
which began with a researcher parking 
a vehicle with its hood open on a rough 
street in the Bronx. Within 10 minutes, 
vandals began to pick the car clean. The 
next day, people ripped up the uphol-
stery and smashed the windows. 

Then the researcher parked a 
similar type of vehicle in a high-rent, 
crime-free neighborhood. After an 
hour, nothing happened to the car. The 
researcher then broke the car windows 
with a hammer. Soon, passersby joined 
in to destroy the car. 

All of the vandals in both loca-
tions were well-dressed and clean-cut. 
The vehicles’ disorderliness and the 
broken windows appeared to be the 
factor in the acts of vandalism.1 (See 
“Broken Windows: The police and 
neighborhood safety,” The Atlantic, 
http://tinyurl.com/busdhhh.)

Broken windows? 
Broken company
I posit that this theory has strikingly 
similar parallels with how a company 
manages its anti-fraud/corruption poli-
cies, procedures and investigations. If 
a company has limited or non-existent 
anti-corruption programs and/or 
doesn’t follow them, and is reluctant to 
investigate policy violations thoroughly, 

some employees will see the lack of in-
ternal controls — the broken windows 
— as a license to commit fraud.

Before concluding that your win-
dows are intact, consider some statis-
tics. The ACFE 2014 Report to the Nations 
(ACFE.com/rttn) stated: 

• In a typical organization, 5 percent 
of revenues are lost to fraud, which 
includes corruption.

• The median dollar loss for asset 
misappropriation is $130,000. For 
corruption, it’s $200,000.

According to PWC’s 2013 Economic 
Crime Report (http://tinyurl.com/
pk3gsk6): 

• 37 percent of respondents said their 
company had experienced economic 
crime in the past year, which was up 
from 30 percent in 2009.

• 53 percent of CEOs were concerned 
with bribery and corruption, up from 
34 percent in 2009. 

These statistics indicate that fraud 
and corruption is occurring — and 
increasing —in most organizations 
and the majority of companies might 
be victims of fraud and corruption. 
Just like many self-help groups that 
champion the creed “admitting you 
have a problem is half the battle,” the 
same applies in fraud and corruption 
deterrence and prevention.

How then is fraud discovered? Let’s 
look again to the Report to the Nations:

• 3 percent of fraud/corruption cases 
are discovered by external auditors.

• 6.8 percent are discovered by 
accident.

• 14.1 percent are discovered by inter-
nal auditors.

• 42.2 percent are discovered via tips.
An anonymous hotline probably is 

the logical answer for fraud detection. 
However, only 54.1 percent of compa-
nies surveyed have a hotline!

Companies have been able to 
detect fraud and corruption more 
quickly — and therefore reduce fraud 
losses — by implementing anti-fraud 
policies, fraud hotlines, fraud train-
ing and codes of conduct. Based on the 
ACFE survey, organizations that imple-
ment these tools can reduce fraud 
losses from 35 percent to 50 percent. If 
they don’t use these tools, they might 
not detect a major fraud for up to one 
year. However, with the tools they can 
shave that detection time down by 
about four months. (See page 38 of the 
ACFE Report to the Nations.) Of course, 
the earlier we can detect any fraud, the 
more our organizations will save from 
fraud losses and internal and external 
investigative res ources. 

These statistics are only estimates 
and, of course, we never have any 
guarantees, but it appears (and this is 
the most basic of anti-fraud truths) that 
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more implemented controls equals an 
increase in the deterrence and preven-
tion of fraud and corruption. 

However, if those internal-control 
barriers fail, then organizations need 
to launch robust fraud examinations 
— especially in corruption/FCPA cases. 
The U.S. Securities and Exchange Com-
mission and the Department of Justice 
(see “Didn’t comply? Then fully cooper-
ate,” on page 32) will expect to see a 
robust compliance program and 100 
percent cooperation. If not, you can 
expect draconian fi nes and 
possible criminal sanctions 
against your company and 
its employees.

Ask yourself these 
questions
How do you know if you have potential 
issues? See the chart on page 54 to ask 
yourself several questions. The basic 
column questions are for companies 
that are just beginning to use anti-
fraud measures. If you can answer yes 
to the questions in that column, then 
answer the follow-up questions in the 
advanced column.

Testing the compliance 
program: Embraer case study
According to the Sept. 23, 2014, article 
in The Wall Street Journal, “Brazil Files 
Bribery Charges in Embraer Aircraft Sale 
to Dominican Republic,” by Joe Palazzolo 
and Rogerio Jelmayer (http://tinyurl.
com/ngpsgxa), Embraer — the world’s 
third-largest aircraft manufacturer 
based out of Brazil — has been under 
investigation by Brazilian authorities 
and the SEC for allegedly paying a $3.5 
million bribe to a retired Dominican 
ex-Air Force colonel. He then allegedly 
leaned on legislators to approve the deal 
and a fi nancing agreement between 
the country and the National Economic 

and Social Development Bank. Embraer 
completed the $92 million sale of eight 
Super Tacano attack aircraft to the Do-
minican Air Force. 

Embraer sales executives allegedly 
initiated the bribes beginning in 2009 
via shell companies, which the former 
Dominican colonel set up. The sales 
team then paid the balance to a third-
party intermediary (TPI) for a separate 
sale to Jordan that didn’t happen.

If we use the table on page 54 
and some cursory research, it appears 

Embraer, as of publication, would be 
able to answer yes to the basic questions 
because it has a website page dedicated 
to ethics, including a hotline with tele-
phone numbers to call in every country 
where they maintain large offi  ces or 
manufacturing facilities. 

According to The Wall Street Jour-
nal article, the Embraer compliance 
group halted payments to the shell 
companies. However, the company’s 
sales executives supposedly utilized 
another methodology for payments 
through an unrelated TPI. 

We’re armed just with limited 
media information, but if you were 
conducting due diligence on specifi c 
TPIs, you would have discovered the 
colonel’s employment — past and 
present with the Dominican govern-
ment — by interviewing Embraer sales 
employees and reviewing the TPI’s due 
diligence information. 

This red fl ag would have led you to 
a review of contracts and payments of 
consulting fees to high-risk vendors and 
TPIs, and you would have caught the 
bribe much earlier. The sales commis-
sion on the transaction of 3.8 percent 

($3.5 million of $92 million) might not 
have been unusual for that industry, 
but the actual dollars paid should have 
prompted further inquiry.

A key factor in this case would be 
that Embraer has an anti-fraud program 
that might or might not have caught 
the issues in a timely manner. What 
actions, if any, Embraer took when it 
discovered the corruption would deter-
mine if it had achieved the advanced 
stage and if upper management was 
fully invested in the anti-fraud/corrup-

tion compliance program. If the allega-
tions were true, the sales executives 
initiating the payments might have 
been compromised by their desire for 
increased profi ts. 

“Broken windows” could still have 
been a factor in the Embraer case, but 
we’ll need to see more information 
about the ongoing case. 

Marks of cutting-edge 
companies
If your client or your company/entity 
can answer yes to the basic questions 
in the chart on page 54 you’re above 
average. If you can answer yes to the 
advanced questions then you’re ahead 
of the game. 

A cutting-edge company:

• Knows and admits that fraud can 
occur in its organization. 

• Employs an upper management that 
invests and believes in anti-fraud 
and corruption compliance and that 
attitude fl ows down to the employees, 
vendors and TPIs. 

• Focuses internal controls and testing 
of those controls on the higher-risk 

Just like many self-help groups that champion the creed 
“admitting you have a problem is half the battle,” the same 
applies in fraud and corruption deterrence and prevention.
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employees, vendors, TPIs and 
transactions. 

• Informs regulators to disclose ongo-
ing investigations of potential viola-
tions of local or domestic laws. 

• Has a robust investigative group yet 
hires outside consultants to assist 
when necessary. 

• Doesn’t allow violations to go unpun-
ished once investigations are com-
plete and it has ascertained the facts.

 Don’t ignore the 
broken windows
Don’t allow your organization — your 
vehicle — to be vandalized by a lack of 
organization and order in your anti-
fraud/corruption compliance program. 
Invest wisely in compliance to address 
your highest risks. 

The consequences of leaving your 
unattended vehicle on the road can cost 
your organization both monetarily — 
fraud losses, regulatory fi nes, disgorge-
ment and penalties and decrease in net 
worth/reduction in stock value — plus 
loss of reputation, stakeholder confi -
dence and employee morale.   FM

1 The Atlantic article and the 1969 “broken 
windows” study was cited in “Yes, America 
Should Be the World’s Policeman,” by Bret 
Stephens, The Wall Street Journal, Nov. 15, 
2014, http://tinyurl.com/mzme9yx.
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Anti-fraud/corruption 
compliance

Basic Advanced

Anti-fraud/corruption 
program

Do you have an anti-fraud/
corruption compliance 
program?

Does upper-level manage-
ment support, endorse and 
invest in the program?

Code of conduct Do you have a code of 
conduct?

Does the code of conduct 
specifi cally address corrup-
tion, confl icts of interest, 
rules on gift giving and what 
happens if violated?

Anti-fraud/corruption 
training

Have employees received 
anti-fraud/corruption 
training?

Is your entity giving ad-
ditional anti-corruption train-
ing to high-risk employees, 
vendors and third-party 
intermediaries (TPIs), and do 
they understand the cost of 
paying bribes — especially 
to government offi cials? 

Ethics/anti-fraud/
corruption hotline

Does your entity have an 
ethics hotline?

Does a reliable third party 
manage your ethics hotline? 
Are you disseminating the 
hotline calls to the appro-
priate employees, and are 
you investigating legitimate 
calls? Where applicable, is 
your entity taking reme-
dial and/or criminal actions 
against violators? 

Investigations Does your entity have a 
methodology to investigate 
fraud and corruption?

Is your entity quickly and 
thoroughly investigating 
legitimate allegations and 
acting based on the results?

Communication Are employees aware of the 
anti-fraud and corruption 
compliance program?

Are employees, vendors 
and TPIs aware that your 
entity won’t tolerate fraud 
or corruption? Do they know 
potential repercussions to 
violators? Has your en-
tity globally communicated 
these repercussions to all 
employees in their local 
languages?

Contracts Do you have contracts with 
vendors and TPIs that ad-
dress anti-fraud/corruption?

Do you have right-to-audit 
clauses? Require certifi cates 
of anti-corruption and specif-
ic language for performance 
of services?

Due diligence Does your entity conduct 
due diligence procedures on 
employees and vendors?

Does your entity conduct 
additional due diligence pro-
cedures based on red fl ags 
found among employees, 
vendors, TPIs and targets of 
potential acquisitions?

Checking for potential issues


